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Freddie MAC - Paid $12 MA
dismissed its CEO and other :
executives for smoothing earning

in connection with FAS 133

= Baker Botts Law Firm report (2003) on Freddie
MAC accounting scandal revealed “It was
understood throughout the organization that the
tone of ‘steady Freddie’ came from its CEO:
Employees in F&I, Corporate Accounting and
other business units were expected to take
actions that would help achieve the goal of -
steady, nonvolatile earnings growth. The
Board was aware of this strategy...”

The examples illustrate the

corporate culture plays in ERM
= Aviation Industry — Leadership, Communication
= Riggs - Leadership

= NAB - Communication

» Freddie MAC - Leadership, communication, time
management













Shortfalls in Enterprise Risk
Management

Bob Egan, FSA, MAAA
November 12, 2008

The Risk Management “Deficiency List” .,

Ineffective risk governance structure

Disconnect between risk appetite and management
decision-making

Lack of timely and robust risk reporting

Excessive focus on earnings and insufficient focus on
associated risks

(1) “The Deficiency List: Rethinking the risk agenda for Insurers”,Oliver Wyman, October 2008




Disclosures

« What | won’t be discussing...
— Examples of recent ERM shortfalls at insurance companies

— The insurance industry is very much in the middle of coping with
the current crisis in the markets

— Things are simply too fluid to be able to get a meaningful
snapshot of where things stand across the industry and what
mistakes may have been made up to this point

* What | will be discussing...
— Examples of recent ERM shortfalls at banks
— A number of incidents that have been resolved and publicized
» The benefits of hindsight

Ineffective Risk Governance Structure

+ Ineffective Risk Committees
— Do members of senior management show up to meetings?
— Are decisions actually made at these meetings

— Are these decisions made by the entire risk committee, or are
they in reality made by the same key members?

» Weak Risk Organization

— Is the CRO an active member of the senior management team,
or is it effectively a compliance role?

— Is there a risk organization in place that is truly independent?

— Are both the risk organization and CRO ultimately accountable to
the CEO?




Ineffective Risk Governance Structure

Bear Stearns
— Founded in 1923
— Acquired by JPMorgan Chase in 2008 at a fire-sale price...$10 a share
— The downfall of Bear Stearns was precipitated by the collapse of two of
its hedge funds (both were linked to sub-prime assets)
— These funds fell under the firm’s asset management unit

Possible flaws in the risk governance structure of the asset
management unit
— Prior to 2007, the asset management unit’s risk-management team had
reported to the head of the asset management unit (as opposed to the
firm’s CRO)
» Risk management team was not independent of the unit over which it had
oversight
+ It's not clear to what extent the Company’s CRO, or the senior management
team, was involved in assessing the risks that the asset management unit
was taking
— After the funds bottomed out in 2007, the risk-management team was
reorganized to report to the parent company’s CRO

Disconnect between risk appetite and
management decision-making

Is there a defined top-down risk appetite, or risk limit, that has been
communicated throughout the organization
— Are the members of senior management aware of these risk limits

— s there a reporting mechanism in place to monitor/verify that these risk
limits have not been exceeded across the firm

If there is an organization level risk appetite, has this risk limit been
allocated to core versus non-core business activities
— Alternatively, are risk limits allocated on a “first come, first serve” basis
— Is there a reporting mechanism in place to monitor what business
activities (core vs. non-core, etc.) are consuming these risk limits
— Are the risks associated with a new “investment” viewed in the context
of the current portfolio of risks




Disconnect between risk appetite and
management decision-making

UBS has suffered over $40B in write-downs since the beginning of the
mortgage crisis

— A concentration in sub prime mortgages was a major driver

— Ultimately UBS required a $60B bailout by the Swiss National Bank

Risk limits were often set at the business level, with few higher tier limits
established

— Unclear how, or if, UBS was able to get an aggregate view of its risks

— Therefore it’s unclear to what extent senior management was aware of the
magnitude of the firm’s exposure to sub prime mortgages

New business requests were reviewed on a transaction basis with no
overall portfolio review

— Was the last dollar of sub prime exposure put on the books viewed in the same
light as the first dollar of exposure

November 4, 2008
— UBS announced the appointment of a new CRO

Lack of timely and robust risk reporting

A primary goal of any risk reporting system is to allow management
to identify and/or anticipate potential future problems while there is
still time to react

Some critical elements of an effective risk reporting system

— Integrity of the underlying reporting mechanism

» Are there sufficient safeguards in place to ensure that individuals cannot
circumvent controls

— Granularity of the risk elements that are measured
+ Are risks being measured at a sufficiently discrete level. For example, gross
versus net positions, etc.
— Are those responsible for monitoring the risk metrics accountable for
reviewing and following up on any variances/exceptions
» Are risk managers notifying business managers of exceptions
» Are business managers acting on these exceptions




Lack of timely and robust risk reporting

+ Societe Generale
— On January 2008 SocGen reported that a single trader (Kerviel) was responsible
for $7B in trading losses
* In general SocGen did not allow arbitrage traders to take directional
positions in the market
— However, Kerviel did make directional bets
— Kerviel used fictitious trades to seemingly offset these positions
— This helped Kerviel to avoid triggers, since these were generally based on net
positions/exposures
* How did Kerviel manage to avoid detection

— Kerviel started out in the compliance area at SocGen, he learned a great deal
regarding how SocGen monitors its traders

— Kerviel modified emails to deceive supervisors
— Kerviel used the logons for other employees to hide his trail on certain T/A’s

— Kerviel's trades did set off a number of red flags, however compliance officers
did not notify managers of the anomalies (or managers did not act when
informed)

Excessive Focus on Earnings and
Insufficient Focus on the Associated Risks

» Are we getting a sufficient return for the risks we’re assuming

— When comparing two alternative investments are earnings/profitability
the sole deciding factor

— Alternatively are some form of risk-adjusted returns considered

» Even if the risk/return relationship is considered, have we assumed
too much of this risk to date
— Are risk/return relationships for a product or investment considered in
isolation
— Alternatively, are risk/return relationships considered in the context of
the company’s overall portfolio of risks
» For both a new product and the continuation of an existing product




Excessive Focus on Earnings and
Insufficient Focus on the Associated Risks

* Questionable investments/products/activities of banks

— Various securities backed by collateral comprised of sub prime
and Alt-A mortgages

— Credit Default SWAPs
— Securities lending programs

* Questionable investments/products/activities of insurers
— All of the above...unfortunately
— Variable Annuity Guarantees (VAGLBSs)
— Others?

ERM Shortfalls at Banks
What are the Consequences?

+ Excessive risk taking by banks and other financial
institutions was a major contributor to the current
financial crisis

» The fate of some notable banks and lending institutions
during 2008
— Bear Sterns...May 2008
Freddie Mac...September 2008
Fannie Mae...September 2008
Lehman Bros...September 2008
Merrill Lynch...September 2008
Wachovia...October 2008
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